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Delivery of healthcare
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Cybersecurity and privacy in the healthcare industry — recent trends

Common challenges Healthcare organizations are increasingly targeted by cyber criminals as Personal
Health Information (PHI) has become lucrative targets with a high market value in

: : . the underground cyber market.
= Most patient privacy breaches occur due to internal

unmonitored processes with little to no oversight In 2014, Identify Theft Resource Center (ITRC) reported that sensitive data
= Ongoing privacy training and awareness of employees, breaches in Healthcare accounted for 42.3% of reported breaches, the highest

contracts, and third parties is often a “myth” amongst all compared industries.

= Privacy/compliance offices lack the visibility and the authority @ :
to enforce policy

= Manual privacy breach detection processes are very difficult
to scale and sustain

= Most organizations continue to use various different Clinical

Information Systems (CIS) and EHR applications (e.g., off-the
shelf systems, home grown systems, etc.) each with different
security capabilities making it hard to manage
= Extracting, monitoring, and reviewing audit log data from
applications
= Organizations lack an enterprise strategy and policy around -

privacy access violations

Financial Business Healthcare Educational Government /
Military
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Operationalizing a monitoring service that provides enhanced
ViSibi“ty into transactions involving access to PHI using a combination

of audit collection, reporting and active PHI transaction
monitoring capabilities.
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Uniqueness of the solution

We are not just collecting logs; we are creating logs by analyzing business transactions that are traversing an Integrated
Health Environment (IHE) and generating standardized and normalized privacy audit event logs.

Solution logic flow .

Real-time Privacy Monitoring

Retrieve message transaction in formats
such as HL7v2, HL7v3, and ATNA

Translate transactions and extract relevant PHI Message Monitoring
information for Privacy monitoring

Write to standardized format such as
Common Event Format (CEF) for

consumption
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iqueness of the solution

<?xml version="1.8" encoding="UTF-
<S:Envelope xmlns:S="http://schemas
<S:Body>
<h17:PRPA_IN1@1106CA ITSVer
"urn:hl7-org:v3" xmlns:emp;

" specializationType="11.T0

pe="h17:TS" specializationType="TS.FULLDATET
esponseModeCode code="T"/>
7:versionCode co /3-2008N"/>

value="20130611222306-8460" />

:type="h17:II" specializationType="II.PUBLIC" ro
"PRPA_IN101106CA" displayable="true" use="BUS"/>
<h17:profileld xsi:type=
"RO2.84.63" use="BUS"/>
rofileld xsirtype="h17:11" specializ
us” />
rocessingCode code="P"/>
rocessingModeCode c
cceptAckCode

"2.16.840.1.113883.1.6" extension=

"h17:I1" specializationType="II.BUS" ri "2.16.840.1.113883.2.20.2" extension=

tionType="1I.BUS" "2.16.840.1.113883.3.239.7" extension="V@3.08"

URI" value="http://120.120.120.128"/>

3 INSTANCE
"h17:1I" specializationType="II.BUS"

2.16.840.1.113883.3.239.4" u.
me>
<hl7:agent classio
<hl17:agentOrgan: "0RG" determinerCode="INSTAM
<h17:id xsi ="h17:II" specializationType="II.BUS" ro
</h17:agent0Organization>
</h17:agent>
</h17:device>
</hl7:receiver>
<h17:sender typeC "SHD">

16.840.1.113883.3. 239" use="BUS"/>

Type: URI" value="TBD"/>
INSTANCE
"II.BUS"

2.16.840.1.113883.3.239.2" use="BUS"/>
7:name>

<h17:agentorganization cl e="0RG" determinerCode="TINSTANCE">
<h17:1d xsi:type="h17:II" specializationType="II.BUS" 2.16.840.1.113883.3.239" use="BUS"/>
</h17:agentOrganization>
</hl7:agent>
</h17:device>
</h17:sender>
<h17:acknowledgement typeCode="RA">
<h17:targetMessage>
ype="h17:1I" specializationType="II.TOKEN" r
</h17:targetMessage>
acknowledgement>
ontrolActEvent classCod

="Ba3ab3bf-8bb3-450d-81e5-ccc77e354280" />

yp 1.BUS" root="d28cf316-T2d4-4c59-bA2a-8048F9ddBA67" use="BUS"/>
TE101186CA" codeSystem="2.16.840.1.113883.1.18"/>
7:statusCode code="completed"/>
<h17:subject typeCode="SUBJ" contextContr
<h17:registrationEvent class
<hl7:statusCode code="act
<h17:subject typeCode="5B1" contextControlCode="AN">
<h17:identifiedEntity classCode=
ot="2.16.840.1.113883.3.239.20" extens "1753"/>
2.16.840.1.113883.3.239.19.64" extension="8865432"/>
"2.16.840.1.113883.4.59" extens. 677894"/>
2.16.840.1.113883.3.239.18.150" ext MRNBI3452" />
"NI"/>

lue="20130228"/>
seffectiveTime>
<h17:confidentialityCode code
<h17:identifiedPerson class
<h17:subject0f typeCode="sB
<h17:0bservationEvent classCode="085" moodCode="EVN">
<h17:code co tem="2.16.840.1.113883.2.20.5.2" code="PTNN"/>

tem="2.16.849.1.113883.5.25" code="N"/>
"PSN" determinerCode="INSTANCE"/>
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F </S:Body>
“</s5:Envelope>

<hl7:value value="8"/>
</h17:0bservationEventy
</h17:subjectof>
</hl7:identifiedEntity>
</h17:subject>
<h17:custodian>
<h17:assignedevice class
<hl7:id xsi:ty
"BUS" />
<h17:assignedPanncitaru o
<h17:name> /h17:name>
</h17:assignedRepository>

="ASSIGNED">
"h17:II" specializationType="II.BUS" 2.16.840.1.113883.3.239.21.60" use=

Tacernda—"NFU" Astarminarada"TNCTANCE"

<hl7:representedRepositorylurisdiction classCode="STATE" determinerCode="INSTAM
<h17:name>0ntario</hl17:name>
</hl17:representedRepositorydurisdiction>
</h17:assignedDevice>
</h17:custodian>
</h17:registrationEvent>

ype="h17:T1" specializationType="II.
ueryResponseCode
resultTotalQuantity value=
esultCurrentQuantity valu
esultRemainingQuantity value="8"/>
</h17:queryack>
ueryByParameter>
ueryId xsi:type="h17:11" specializationType="II.TO
:parameterList>
<h17:clientIDPuby
<h17:value r
</h17:clientIDPub>
</h17:parameterLists
/h17:queryByParameter>

'96242364-8485-4fdb-962a-821bbc98b274" />

"2.16.840.1.113883.3.239.19.64" use="BUS" extension="8865432"/>

</h17:controlActEvent>
</h17:PRPA_IN181186CA>
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Excessive access attempts to PHI leads to detecting an insider threat

User Story

A VIP patient is rushed to In this scenario, a nurse, Claire, Shortly after, Claire attempts to
the emergency unit of attempts to access the VIP's PHI|  access information from other

LiveWell Medical Centre to obtain a medical history. patient records.

Now, let us see how the solution would detect this

activity
Trigger Trigger
By accessing a number of Nurse Claire now accessed
patient records, Claire’s a number of records that is
access is marked as beyond her normal profile
excessive

Slide # 13
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Excessive access attempts to PHI leads to detecting an insider

The PHI monitoring solution extracts the relevant information from the health message to create corresponding audit event records:

Start Time: 7 Apr 2015 16:50:00 EDT Very High:
End Time: 7 Apr 2015 17:21:00 EDT
Filter: MatchesFilter ("PHI Transaction Events™)

Low:

Inline Filter: Mo Filter Verylow:1,354 [ 1]

f Time of Event Name 3 Priority 055RefIl)| ClientID ClientIDType ClientFull Evg Evel EventID| EventIDCodeSystem Ev EventTypeCode EventTypeCodes) MessagelD I ProviderID |FfoviderIDType SystemAlternatelD Systs UserID L
7 Apr 2015 17:19:43 EDT  |PHI Transaction Event (@2 )|112909 58139-345-475-%0 |Ontario Health Card |Sarah Johnson § |E [CR (110112 [1.2.840.10008.2.16.4 [0 |getClientDetailByIDRequest |CR Transactions |c53939cf-8 1c64697-bed3-e4a3987eb8; aamirm 2§16.540.1.113883.3.239.9 |2.16.840.1.113883.3.239.4 |org (110153 |nurse_dattwell boa
7 Apr 2015 17:19:48 EDT  |PHI Transaction Event (@@ 2 |112910 4729-107-110-J%  |Ontario Health Card |Ali Khan E |CR (110112 |1,2.840,10008.2.16.4 |0 getClientDetailBylDRequest [CR Transactions [c53939cf-81c6-4697-bed3-e4a3557ebs josimpson  |2§16.840.1,113883.3.235.9 (2.16.840.1.113883.3.239.4 |org |110153 jnurse_csaunders I [N=]
7 Apr 2015 17:19:48 EDT  |PHI Transaction Event (@2 )|112908 6381-730-3499-DQ |Ontario Health Card [Mary Atkinson § |[E |CR |110112 |1.2,840,10008,2.16.4 |0 |getClientDetailByIDRequest [CR Transactions |c53939cf-81c6-4697-bed3-24a3957ebafY |vanaf 2§16,840,1.113883.3.239.9 (2.16.540.1.113883.3.239.4 |org (110153 |staff_toblige (e
7 Apr 2015 17:19:43EDT  |PHI Transaction Event (@2  )|112906 4181-342-289-NC  |Ontario Health Card |Richard DiCostalj |E |CR |110112 |1.2.840.10008.2.16.4 |0 |getClientDetsilByIDRequest (CR Transactions |c53939cf-81c6-4697-bed3-24a3987ebaf (adsali 2§165.840.1.113883.3.239.9 (2.15.840.1.113883.3.239.4 |org |110153] jnurse_tamu M
7 Apr 2015 17:19:43EDT  |PHI Transaction Event (@2  )|112907 3290-477-567-1W  |Ontario Health Card |Richard Burt E |CR |110112 (1.2.840.10008.2.16.4 |0 |getClientDetailByIDRequest [CR Transactions |c53939cf-81c5-4697-bed3-e4a3987eb3fl [stephd 2§16.340.1.113883.3.239.9 |2.16.840.1.113883.3.239.4 |org (110153 |nurse_kjohanson I
7 Apr 2015 17:19:43EDT  |PHI Transaction Event (@@ 2 (112904 4729-338-681-AA  |Ontario Health Card |Peter Brown E |CR (110112 |1.2.840,.10008.2.16.4 |0 |getClientDetailByIDRequest |CR Transactions |c53939cf-81c6-4697-bed3-24a3987ebsfl |akhan 2§16.840.1,113883.3.239.9 (2.16.840.1.113883.3.239.4 |org (110153 [staff vii I
7 Apr 2015 17:19:43EDT  |PHI Transaction Event (@2 |112905 6040-230-943-XY  |Ontario Health Card |Morgan Pete E |CR (110112 |1.2.840.10008.2.16.4 [0 |getClientDetailByIDRequest |CR Transactions |c53939cf-8 1c6469?bed3f4.33‘38?eb811 jsimpson 2§16,840,1,113883.3.239.9 (2.16.840.1.113883.3.239.4 |org (110153 |staff_nladha I
7 Apr 2015 17:19:33EDT  |PHI Transaction Event |@__2Z _ )|112902 5819-345-475-40 |Ontario Health Card |Sarah Johnson | |[E [CR (110112 (1.2.840.10008.2.16.4 |0 |getClientDetailByIDRequest |CR Transactions cSSQSQcF—S1c64697—bed3—e4539872bﬁg aamirm 2§16.840.1.113883.3.239.9 |2.16.840.1.113883.3.239.4 [org |110153 jnurse_dattwell M
7 Apr 2015 17:19:33EDT  |PHI Transaction Event (@@= )|112903 4725-107-110-J%  |Ontario Health Card |Ali Khan E |CR (110112 |1.2.840.10008.2.16.4 |0 |getClientDetailByIDRequest [CR Transactions [c53939cf-81c6-4697-bed3-e4a3557ebs josimpson (216,840, 1,113883.3.239.9 (2.16.840.1.113883.3.239.4 |org |110153 |nurse_csaunders J [

7 Apr 2015 17:19:33EDT  |PHI Transaction Event (@2 )|112900 3290-477-567-JW |Ontario Health Card |Richard Burt E |CR (110112 |1.2.840,10008.2.16.4 [0 getClientDetailByIDRequest |CR Transactions |c53939cf-81c6-4697-bed3-e4a3987ebafy [stephd 2§16.840.1,113883.3.239.9 (2.16.840.1.113883.3.239.4 |org |110153 |nurse_kjohanson J [
7 Apr 2015 17:19:33EDT  |PHI Transaction Event (@2 )|112901 6881-730-3493-DQ |Ontario Health Card [Mary Atkinson § |E |CR |110112 |1.2.840.10008.2.16.4 |0 |[getClientDetailByIDRequest [CR Transactions |c53939cf-81c6-4697-bed3-24a3987ebafY |yanaf 2J16.840.1.113883.3.239.9 (2.16.840.1.113883.3.239.4 |org (110153 |staff_toblige I
7 Apr 2015 17:19:33EDT  |PHI Transaction Event (@2 _ )|112899 4181-342-289-NC  |Ontario Health Card |Richard DiCostalj |E |CR. |110112 |1.2.840.10008.2.16.4 |0 |getClientDetailByIDRequest (CR Transactions |c53939cf-81c6-4697-bed3-e4a3987ebBf (adsali 2§16.840.1.113883.3.239.9 (2.16.840.1.113883.3.239.4 |org |110153 |nurse_tamu M
7 Apr 2015 PHI Transaction Event (@2 )|112898 5040-230-943-XY  |Ontario Health Card |Morgan Pete E |CR (110112 |1,2.840,10008.2.16.4 |0 |getClientDetailByIDRequest |CR Transactions |c53939cf-8 1c64697-bed3-e453987eb81‘1 jsimpson 2§16,840,1,113883.3,239.9 |2.16.540,1.113883.3.239.4 |org (110153 staff nladha I
7 Apr 2015 PHI Transaction Event (@2 (112397 4729-338-681-AA |Ontario Health Card |Peter Brown E |CR |110112 (1.2,540.10008.2.16.4 |0 |getClientDetailBylDReguest (CR Transactions c53939cﬁ81c6469?4)ed3f4a398?eb83 akhan 2§16.840.1,113883.3.239.9 (2.16.840.1.113883.3.239.4 [org (110153 [staff_yii I
7 Apr 2015 PHI Transaction Event (@2 /112896 4729-107-110-1X  |Ontario Health Card |Al Khan E |CR |110112 |1.2.840.10008.2.16.4 [0 |getClientDetailBylDRequest |CR Transactions |c53939cf-81c6-4697-bed3-24a3987eba josimpson  (2J16.840.1.113883.3.239.9 (2.16.840.1.113883.3.239.4 |org |110153 |nurse_csaunders J [
7 Apr 2015 PHI Transaction Event (@@= )|112895 5819-345-475-¥0  |Ontario Health Card |Sarah Johnson § [E |CR (110112 |1.2.840.10008.2.16.4 |0 |getClientDetailByIDRequest |CR Transactions [c53939cf-81c5-4697-bed3-e4a3957ebafy [aamirm 2§16.840.1.113883.3.239.9 (2.16.840.1.113883.3.239.4 |org |110153 |nurse_dattwell M
7 Apr 2015 PHI Transaction Event (@2 /112894 6881-730-349-DQ |Ontario Health Card |Mary Atkinson J§ [E |CR |110112 |1,2.840,10008.2.16.4 |0 getClientDetailByIDRequest |CR Transactions |c53939cf-8 1c6-4697-bed3-24a3987ebsf) |vanaf 2§16,540,1,113883.3,239.9 |2.16.540,1.113883.3.239.4 |org (110153 |staff toblige I
7 Apr 2015 PHI Transaction Event (@2 (112893 3290-477-567-JW  |Ontario Health Card |Richard Burt E |CR (110112 |1.2.840.10008.2.16.4 [0 getClientDetailBylDRequest [CR Transactions [c53939cf-81c6-4697-bed3-e4a3987ebsf [stephd 2§16.840.1,113883.3.239.9 (2.16.840.1.113883.3.239.4 |org |110153 |nurse_kjohanson J (M
7 Apr 2015 17:19:23EDT  |PHI Transaction Event (@2  )|112892 4181-342-289-NC  |Ontario Health Card |Richard DiCostalj |E  |CR |110112 |1.2.840.10008.2.16.4 |0 |getClientDetsilByIDRequest [CR Transactions |c53939cf-81c6-4697-bed3-24a3937ebBf) (adsali 2§16.540.1.113883.3.239.9 (2.16.640.1.113383.3.2359.4 |org |110153 |nurse_tamu M
7 Apr 2015 17:19:18 EDT  |PHI Transaction Event |@__= (112890 4729-338-681-AA |Ontario Health Card |Peter Brown E |CR (110112 |1.2.540.10008.2.16.4 |0 |getClientDetailByIDRequest [CR Transactions |c53339cf-8 1c6-4697-bed 3-e4a3987ebsf)| (akhan 2016.840.1.113683.3.239.9 |2.16.840.1.113883.3.235.4 |org (110153 staff_yli I
7 Apr 2015 17:19:18 EDT  |PHI Transaction Event (@ 2 )|112891 5040-230-943-XY  |Ontario Health Card |Morgan Pete E |CR (110112 |1.2.840,.10008.2.16.4 |0 |getClientDetailByIDRequest |CR Transactions |c53939cf-8 1c64697-bed3-e453987ebsg jsimpson 2§16,540,1,113883.3,239.9 |2.16.540,1.113883.3.239.4 |org (110153 lstaff nladha I
7 Apr 2015 17:19:18 EDT  |PHI Transaction Event (@2 )|112889 4729-107-110-J%  |Ontario Health Card |Ali Khan E |CR (110112 |1.2.840.10008.2.16.4 [0 |getClientDetailBylDRequest [CR Transactions [c53939cf-81c6-4697-bed3-e4a3987ebs: josimpson  (2§16.840.1,113883.3.239.9 (2.16.840.1.113883.3.239.4 |org |110153 |nurse_csaunders J [
7 Apr 2015 17:19:18 EDT  |PHI Transaction Event (@2 )|112335 4181-342-289-NC  |Ontario Health Card |Richard DiCostalj |E  |CR |110112 |1.2.840.10008.2.16.4 |0 |getClientDetsilByIDRequest [CR Transactions |c53939cf-81c6-4697-bed3-24a3937ebBf) (adsali 2§16.540.1.113883.3.239.9 (2.16.640.1.113383.3.2359.4 |org |110153 |nurse_tamu M
7 Apr 2015 17:19:18 EDT  |PHI Transaction Event (@@ =  )|112886 3290-477-567-JW |Ontario Health Card |Richard Burt E |CR (110112 |1.2.840.10008.2.16.4 |0 getClientDetailByIDReguest [CR Transactions [c53939cf-81c6-4697-bed3-e4a3587ebafl [stephd 2016.840.1.113883.3.239.9 (2.16.840.1.113883.3.239.4 |org |110153 |nurse_kjohanson J [
7 Apr 2015 17:19:18 EDT  |PHI Transaction Event (@2 )|112387 6381-730-349-DQ  |Ontario Health Card [Mary Atkinson § [E |CR 110112 |1,2,840,10008,2.16.4 |0 |getClientDetailByIDRequest [CR Transactions |c53939cf-8 1c6-4697-bed 3242395 7ebsfY (vanaf 2016,540,1,113883.3,239.9 |2.16.540,1.113883.3.239.4 |org (110153 |staff_toblige I
7 Apr 2015 17:19:18 EDT  [PHI Transaction Event (@2 )|112888 5819-345-475-X0 |Ontario Health Card |Sarah Johnson § |E [CR (110112 |1.2.840.10008.2.16.4 [0 |getClientDetailBylDRequest |CR Transactions |c53939cf-81c6-4697-bed3-e4a3987eb3f§ |aamirm 2J16.840.1.113883.3.239.9 (2. 1 org |110153 jnurse_dattwell I
7 Apr 2015 17:19:18EDT  |PHI Transaction Event (@2  )|112833 4729-338-681-AA  |Ontario Health Card |Peter Brown E |CR |110112 |1.2.840.10008.2.16.4 |0 |getClientDetailBylDRequest (CR Transactions |c53939cf-81c6-4697-bed3-24a3987ebaf| (akhan 2§16.840.1.113883.3.239.9 (2. 1 org  |110153 |staff_yli M
7 Apr 2015 17:19:18 EDT  |PHI Transaction Event (@@ =2 (112884 5040-230-943-XY  |Ontario Health Card |Morgan Pete E |CR (110112 |1,2.840,10008.2.16.4 [0 getClientDetailBylDRequest [CR Transactions c53939cf-81c64697—bed3—e433987eb811 isimpson 215,840, 1,113883.3.239.9 (2. 1 org |110153 staff_nladha I
7 Apr 2015 17:1:08 EDT  |PHI Transaction Event (@2 )|112831 5819-345-475-%0 |Ontario Health Card |Sarah Johnson | |E [CR (110112 |1.2.840.10008.2,16.4 [0 |getClientDetailByIDRequest |CR Transactions |c53939cf-8 1c6469?bed3f4.3398?eb89 @a@mirm 2§16,840,1,113883.3.239.9 (2. 1 org |110153 jnurse_dattwell I
7 Apr 2015 17:19:08 EDT  |PHI Transaction Event (@2 (112882 4729-107-110-1X  |Ontario Health Card |Al Khan E |CR |110112 (1.2.840.10008.2.16.4 [0 |getClientDetailBylDRequest |CR Transactions |c53939cf-81c6-4697-bed3-4a3987eb8; josimpson (2§16.840.1.113883.3.239.9 (2.16. 1. org |110153 jnurse_csaunders Jf M
7 Apr 2015 17:19:08 EDT  |PHI Transaction Event |@ 2 )|112830 6381-730-349-DQ  |Ontario Health Card |Mary Atkinson E |CR |110112 |1.2.840.10008.2.16.4 |0 |getClientDetailByIDRequest (CR Transactions |c53939cf-31c6-4697-bed3-24a3937eb3fY |vanaf 2§16.340.1.113883.3.239.9 |2.16.840.1.113383.3.239.4 |org (110153 [staff_toblige I
7 Apr 2015 17:19:08 EDT  |PHI Transaction Event (@2 )|112878 4181-342-289-NC  |Ontario Health Card |Richard DiCostaf]l E (CR |110112 |1.2.840.10008.2.16.4 |0 getClientDetailBylDRequest |(CR Transactions |c53939cf-81c6-4697-bed3-e4a3987ebsf) |adsali 2§16.840.1,113883.3.239.9 (2.16.840.1.113883.3.239.4 |org |110153 |nurse_tamu I
7 Apr 2015 17:19:08 EDT  |PHI Transaction Event (@2 )|112879 3290-477-567-JW |Ontario Health Card |Richard Burt E |CR (110112 |1.2.840.10008.2.16.4 [0 |getClientDetailByIDRequest [CR Transactions [c53939cf-81c6-4697-bed3-e4a3987ebaf [stephd 2§16,840,1.113883.,3.239.9 |2.16.840.1.113883.3.239.4 |org (110153 |nurse_kjohanson J|M
7 Apr 2015 17:19:08 EDT  |PHI Transaction Event @2 _ )|112376 4729-338-681-AA |Ontario Health Card |Peter Brown E |CR |110112 |1.2.840.10008.2.16.4 |0 |getClientDetailBylDRequest (CR Transactions |c53939cf-81c6-4697-bed3-e4a3987ebBf)| (akhan 2§16.840.1.113883.3.239.9 |2.16.840.1.113883.3.239.4 [org |110153 |staff_yii M
7 Apr 2015 17:19:08 EDT  |PHI Transaction Event (@@=  |112877 6040-230-943-XY  |Ontario Health Card |Morgan Pete E |CR (110112 |1.2.840.10008.2.16.4 |0 |getClientDetailByIDRequest |CR Transactions |c53939cf-8 1c64697-bed3-e4539872b81‘1 jsimpson 2016.540.1.113883.3.239.9 (2. 16.540.1.113883.3.239.4 |org (110153 |staff nladha I
7 Apr 2015 17:18:53EDT  |PHI Transaction Event (@2 (112873 6881-730-349-DQ |Ontario Health Card |Mary Atkinson J [E [CR |110112 (1.2.840,10008.2.16.4 |0 |\getClientDetailBylDRequest |CR Transactions c53939cf—81c64697—bed3—e4a.3987eb8f| yanaf 2016.840.1,113883.3.239.9 (2.16.540.1.113883.3.239.4 |org |110153 |staff_toblige I
7 Apr 2015 17:18:53EDT  |PHI Transaction Event (@2 )|112874 5819-345-475-%0 |Ontario Health Card |Sarah Johnson | |E [CR (110112 [1.2.840.10008.2.16.4 [0 |getClientDetailBylDRequest |CR Transactions |c53939cf-81c6-4697-bed3-e4a3987eba: aamirm 2§16.840.1.113883.3.239.9 (2.16.840.1.113883.3.239.4 |org |110153 |nurse_dattwell I
7 Apr 2015 17:18:53EDT  |PHI Transaction Event (@2 )|112875 4729-107-110-1%  |Ontario Health Card |Ali Khan E |CR (110112 |1.2.840.10008.2.16.4 [0 |getClientDetailByIDRequest [CR Transactions [c53939cf-81c6-4697-bed3-e4a3987ebs: josimpson  (2J16.840.1,113883.3.239.9 (2.16.840.1.113883.3.239.4 |org |110153 |nurse_csaunders J M
7 Apr 2015 17:18:53EDT  |PHI Transaction Event (@2 )|112870 5040-230-943-XY  |Ontario Health Card |Morgan Pete E |CR (110112 |1,2.840,10008.2.16.4 |0 |getClientDetailBylDRequest [CR Transactions [c53939cf-81c6-4697-bed3-e4a3557ebs jsimpson 2§16,840,1,113883.3,239.9 |2.16.540,1.113883.3.239.4 |org (110153 staff nladha I
7 Apr 2015 17:18:53 EDT  |PHI Transaction Event |@_2 (112371 4181-342-289-NC  |Ontario Health Card |Richard DiCostal| [E |CR |110112 |1.2,840,10008.2.16.4 |0 |getClientDetailByIDRequest (CR Transactions |c53939cf-81c6-4697-bed3-e4a3957ebsf (adsali 2§16.840.1,113883.3.239.9 (2.16.840.1.113883.3.239.4 |org |110153 |nurse_tamu I
7 Apr 2015 17:18:53 EDT  |PHI Transaction Event |@ 2 (112872 3290-477-567-1W |Ontario Health Card |Richard Burt E |CR |110112 (1.2.840.10008.2.16.4 [0 |getClientDetailBylDRequest [CR Transactions |c53939cf-81c6-4697-bed3-4a3987ebafY [stephd 2§165.840.1.113883.3.239.9 |2.16.840.1.113883.3.239.4 |org (110153 |nurse_kjohanson L
[
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Excessive access attempts to PHI leads to detecting an insider threat

The PHI monitoring solution triggers an alert based on the use case. The trigger identifies the base events associated to the alert:

PCR. - Details Details I [ PCR - IDs Details I [S3 PR - Details Details | [S3 PR - IDs Details | 1 Notifications | | Event Inspector
[33 ThreatContentd1 | [B ThreatContentd1_CorrelatedEvents | TCO1_ExcessiveAccessAttemptsToPHI =: Description
@ Active Channek ThreatContentd1_CorrelatedEvents Total Events: 1 — Ewents
pr 20 5 00 ED : ghz 0 EI"‘
End Apr 20 4:00 ED : - #¢ PHI Transaction Event
Filte atchesFilter {"Application Correlated Eve And Ma ta t atContent_0 ed - 4 PHI Transaction Event
oz (] - #¢ PHI Transaction Event
- Eilte o Filter 0 .. 4 PHI Transaction Event
4 PHI Transaction Event
| Radar _
/ 'y [T LS
v
X | Time of Event EventID = = Type o
£% 7 Apr 2015 17:18:23EDT  ThreatContent_01 - Investigate 3004975 3004975 Excessive Access Attempts To PHI by user: “nurse_csaunders” Detected - Event | Details I Annotations I |
B = ThreatContent01 -
j Mame value
Event -
MName ThreatContent_01 - Investigate 3004975
Message Excessive Access Attempts To PHI by user: "nurse -
Threat 1
Pricrity 7 R

Since Clair Saunders has an established limit of four (4) records to be accessed at a time, in this case, Clair has exceeded her limit by
requesting access to five (5) patient records within a particular time period.
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Excessive access attempts to PHI leads to detecting an insider threat

The privacy analyst investigates the occurrence leveraging analytics to identify patterns of access trends. The analyst identifies a trend
where a particular provider is found to use multiple users to access patient records.
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stall tabiige
v, Shmpescen, Johnathon H
=taff_wii
=il _nkadba

. Sl ke

(o ST
Dir. Amidrm, Alax

. Sinigda, ok

b anreeel]

o

. Drawis) Shephanks

The analyst informs the Privacy office of the findings of the violation and confirms a closure of the incident investigation.

J__ ‘..r__ J.ﬂ, i
Mot Acknowledged (0)

Pending (0) | Undeliverable (4359) Adknowledged (1) | Resolved (308)

4| m | [

Informational (

& Resolve o View Event @ Help

Severik*

Triggering Event Motification Group Escalation Level CreateTime

Summary:

The PHI monitoring solution allows the analyst to confirm the threat scenario
and identify root causes. In this example, Claire Saunders was being used as
a proxy by Dr. Simpson, John, to access patient records on behalf of him. The

Provider, Dr. Simpson, John should be further investigated, as opposed to
Claire Saunders.
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Is this solution for you?

Do you have visibility into who and when patient health records are accessed?
Has your institution performed a privacy impact analysis of a data breach?

Is your institution expending or anticipate spending material resources for addressing privacy concerns?
Patient record privacy and increased regulatory concerns?
Can withstand reqgulatory scrutiny?

Ability to attract and retain proper cyber security talents?
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Thank you

Implementing a privacy monitoring solution will:

Beth Dewitt
Senior Manager

= ; . v Eliminate manual monitoring that is work-intensive and ineffective
Izs Data Protection and Privacy
i bdewitt@deloitte.ca v" Support organizations in meeting privacy compliance requirements
1-416-643-8223 v’ Provide a mechanism to detect privacy breaches
v" Reduce possibility of legal action
v" Ensure patient and provider’s trust in the integrity of data and delivery of health care
Ali Khan v' Systematically identify users who are engaging in patient access patterns that are indicative of
Manager snooping, identity theft or other risky behaviors
Cyber Security v' Address false positives and bring potential incidents to the attention of appropriate privacy or
; aliukhan@deloitte.ca compliance personnel
i 1-647-880-9149 v Automate the work-flow and enhance enterprise risk management posture

v' Enable proactive risk management processes

De I o i tte The solution is customizable and integrates with CIS and broader EHR platforms.
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